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Agenda

ÅIntroduction to an infrastructure tracking process

ÅTracking infrastructure with URLScan

ÅTracking Infrastructure with Shodan

ÅOther tools for infrastructure tracking

ÅReal world examples of tracking infrastructure

ÅTesting our skills in the CTF !!!



Infrastructure Tracking 
Process



Indicators of Attack (IoA)

Current Industry Standard

This proactive approach is more effective at identifying 

emerging threats known as Indicators of Attack (IoA) 

and allows for faster responses to 

security breaches.

Indicators of Compromise (IoC) resulting from 

incidents and identifying patterns of malicious activity, 

which is often reactive and only detects C&C 

infrastructure known to be malicious.

Modern CTI Approach
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What is Malicious Infrastructure Tracking? 

ÅProactive  research and intrusion analysis of infrastructure used by threat 
actors

ÅA repeatable  methodology to detect adversary behaviours and rapidly 
alert on and block attacks at the PRE-ATT&CK stage

ÅClustering  findings can uncover hidden infrastructure , C2 beaconing, 
phishing kits, emerging threats , and associated TTPs.

ÅA critical capability for defenders to track, defend, and perform 
attribution  against the adversary



Detection Robustness

Payloads, files, infrastructure and tools can be 

replaced, with an increasing degree of difficulties, 

but human behavior is difficult to change.

The ñPyramid of Painò, developed in 2013 by 

David J Bianco is a key conceptual model for the 

effective use of Cyber Threat Intelligence within 

Cyber Security.

Robust

Å Threat intelligence can prioritise indicators at 

the top of the pyramid to ensure detection is 

robust.

Å Indicators of Attack (IoA) are harder for the 

adversary to change and often persist for 

longer.

Brittle

Å At the bottom of the pyramid are the elements 

that can easily be changed, with very little 

annoyance to a threat actor.



Threat Actor Disruption Through Research



Threat Actor Disruption Through Research

Threat Actors have 

plenty of options ;)



Proactive defence based on Pre -

ATT&CK infrastructure discovery

Threat Actor Disruption Through Research



Threat Actor Disruption Through Research

Disrupt persistent attacks 

at command -and-control 

and exfiltration stages 

Proactive defence based on Pre -

ATT&CK infrastructure discovery



Malicious Infrastructure Pivots

Malicious Network Infrastructure
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Infrastructure Hunting Process
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Observe

Direct  

Identify intelligence requirements and define the threat 
objective. Consider what it is you want to track. Can you 
be specific?

Å Is it a group's proprietary malware or is it an OST tool 
used by multiple attackers?

Categorise

What are we going after? Is it a RAT, IAB, C2 Framework, 
C2 Redirector, Open Directory, Red Team, APT group. Itôs 
important to categorise our hunt analytics.

Prioritise

Identify the most important requirements and threat 
objectives to focus on.

Collect

Build a list of key network indicators related to the threat 
and try to group them together.

Develop these lists by using threat research blogs, 
sharing groups, vendor portals and TIPs, honey pots, 
sinkholes, sandboxes, incidents.
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Review  

Review your list(s) and put them into your infrastructure 
tracking tools:

ÁE.g. Shodan, URLScan, Censys, Fofa, Virustotal, 
RiskIQ, Domain Tools

Identify Patterns:

Domain, IP, SSL/TLS Certificates, Server 
Fingerprinting/Banners

Verify

Verify patterns are unique. Behind each attack 
configuration is a human; who are innately prone to habits 
and routine. To overly simplify we are habit-hunting on 
fingerprints.

Track

When we find habits via fingerprints, we can track 
adversaries by creating hunt rules using the verified 
fingerprints.
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Craft

Cluster

Pivot
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Refine , then go wider net 

Refine your initial track to achieve high-confidence results, 
then expand your scope to capture more infrastructure 
while continuously reassessing and quantifying confidence 
levels.

Pivot

Consider additional pivot opportunities by exploring new 
tools or data sources that may reveal more IP addresses 
and expanded lists.

Cluster

Group tracks into clusters where distinct activity patterns 
deviate from the shared threat definition.

Validate

Establish a validation process with defined baselines for 
threat categories, scoring each host against these 
baselines while incorporating analyst intuition.

Document

Build a set of key fields for analyst to complete when 
submitting a track so if it alerts and you need to investigate 
you have everything you need to analyse.



Automated Tracks 

Where the tracking logic can be embedded into a set of 
queries that can be absorbed into a tool which automates 
the indicators, provides meta data and insight by moving 
the flow in IoAs into a TIP ï which then enriches the 
connections between nodes.

Manual Tracks

Where the tracking logic is unable to be put into an 
automation tool however through manual analysis IoAs can 
be discovered and put into a TIP Manually ï for IoA 
enrichment 

Candidate Tracks

Where the confidence level is not high-enough level 
however given an extended time context window the 
quantifiable validation score may increase and therefore be 
promoted to automated/manual tracks. The score may be 
close to the baseline, or the analyst confidence is high 
enough through other means to keep it in a "watch" state.

Reject Tracks

Where the confidence is not high-enough and analyst 
confidence is not high enough to warrant candidacy.

Monitor

Rejected

Automated

Candidates

Manual04

01

03

02Identify



Rule Lifecycle Management

The hunt rule lifecycle is managed through detection as 
code using a detection engineering lifecycle.

Through proper rule management, strong rule 
documentation and effective reviews the lifecycle can be 
managed, ensuring that  efficient high-quality, timely rules 
remain.
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Great Resources - Pivot Atlas

Pivot Atlas

https://gopivot.ing/

An unbelievable reference manual 
for cyber threat intelligence 
analysts developed by  Amitai 
Cohen

Twitter:

https://twitter.com/AmitaiCo

 

https://gopivot.ing/
https://twitter.com/AmitaiCo


Great Resources - Pivot Atlas

A map of all possible 
pivots between 
various artifact types



Infrastructure Threat 
Hunting

URLScan. io



Hunting Malicious Infrastructure with urlscan.io

Learn how to search, identify, and pivot from suspicious URLs using 
urlscan.io and apply infrastructure tracking techniques.



Understanding urlscan.io

Definition: 

A free service used to scan and analyze potentially malicious or suspicious 
websites.

What it Captures: 

When a URL is submitted, an automated process browses it like a normal 
user and records activity, including:
ÅDomains and IPs contacted
ÅResources requested (JavaScript, CSS, etc.)
ÅScreenshots, DOM content, and network requests
ÅMaliciousness and phishing verdicts



Urlscan.io Search Fundamentals

Syntax:

Searches use the ElasticSearch Query String (Lucene-based syntax).

Basic Search Format: 

field:value (e.g., page.domain:example.com) Operators: Use AND, OR, and 
NOT to combine search terms. The default operator is AND.

Case Sensitivity: 

Field names are case-sensitive. Values are indexed as lowercase.

Wildcards & Regex: 

Use * for trailing wildcard searches. Regular expressions (/pattern/) are 
supported on fields marked keyword.



Urlscan.io Search Fundamentals

Syntax:

Searches use the ElasticSearch Query String (Lucene-based syntax).

Basic Search Format: 

field:value (e.g., page.domain:example.com) Operators: Use AND, OR, and 
NOT to combine search terms. The default operator is AND.

Case Sensitivity: 

Field names are case-sensitive. Values are indexed as lowercase.

Wildcards & Regex: 

Use * for trailing wildcard searches. Regular expressions (/pattern/) are 
supported on fields marked keyword.

Likely phishing 

impersonating Microsoft:

domain:/ micros.ft.nline \.com/



Finding Phishing Sites

Technique: Brand Name Impersonation

ÅPhishing sites often contain the target brand name in the domain. Use 
regular expressions to search and exclude domains.

ÅExample Query:  page.domain:(/payp.*/ AND NOT paypal.com)



Finding Phishing Sites

Technique: Brand Name Impersonation

ÅPhishing sites often contain the target brand name in the domain. Use 
regular expressions to search and exclude domains.

ÅExample Query:  page.domain:(/payp.*/ AND NOT paypal.com)

Likely phishing 

impersonating Paypal :

page.domain:(/ payp .*/ 

AND NOT paypal.com)



Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Filename

ÅSearch for sites loading identical, unique files associated with a 
phishing kit (avoid generic names like logo.svg).

ÅExample Query: filename:"name.extension"



Finding the malicious C2 panels

Technique: Hotlinking Legitimate Assets

ÅFind C2 panels like HookBot using URLScan.

ÅExample Query: filename:"/images/hook.svg" AND NOT 
page.server:"cloudflare"



Finding Malicious C2 Panels

Technique: Hotlinking Legitimate Assets

ÅFind C2 panels like HookBot using URLScan.

ÅExample Query: filename:"/images/hook.svg" AND NOT 
page.server:"cloudflare"



Pivoting to Related Infrastructure (urlscan.io)

Technique: Structural Similarity

ÅA built-in feature on the results page (under the "Similar" tab) that 
attempts to find other structurally similar sites.
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attempts to find other structurally similar sites.



Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Filename

ÅSearch for sites loading identical, unique files associated with a 
phishing kit (avoid generic names like logo.svg).
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Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Filename

ÅSearch for sites loading identical, unique files associated with a 
phishing kit (avoid generic names like logo.svg).

ÅExample Query: filename:"name.extension"

Could be too generic. 

Is there a better 

option?
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Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Filename

ÅSearch for sites loading identical, unique files associated with a 
phishing kit (avoid generic names like logo.svg).

ÅExample Query: filename:"name.extension"

Could be too generic. 

Is there a better 

option?

The page.title  in this 

instance creates a 

good rule



Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Response Hash

ÅSearch for files or components with identical content (e.g., hash of a 
specific CSS file).

ÅExample Query: hash:SHA256_hash_of_a_file



Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Response Hash

ÅSearch for files or components with identical content (e.g., hash of a 
specific CSS file).

ÅExample Query: hash:SHA256_hash_of_a_file



Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Filename

ÅSearch for sites loading identical, unique files associated with a 
phishing kit (avoid generic names like logo.svg).

ÅExample Query: filename:"name.extension"

Could be too generic. 

Is there a better 

option?

The favicon hash for the original 

Hookbot  background  image search 

also produces a good rule



Infrastructure Threat 
Hunting

Shodan.io



Using Banners and Fingerprints for C2 Tracking

Shodan Definition

A search engine for Internet-connected devices (not just websites). It uses 
distributed scanners to identify listening TCP/UDP ports.

The Banner

The fundamental unit of data collected by Shodan. It is an object containing 
information about a service running on a device, including the main service 
response (data), IP address (ip_str), port, and organisation.

Default Search

By default, Shodan only searches the data property (the main service 
response). To search other properties, you must use Search Filters.



Shodan Search Syntax & Filters

Filter Syntax

Search filters must use the format filtername:value (with no space between 
the filter and value).

Quoted Values

If the value contains spaces, it must be wrapped in quotes (e.g., org:"SingTel 
Mobile").

Boolean Operators

Multiple search terms are treated as Boolean AND expressions by default. 
Negation can be performed using the ! character (e.g., !port:22).



Shodan Search Syntax & Filters

Key Filters

Shodan provides filters for General properties (country, org, port), HTTP 
headers/hashes (http.html_hash , http.title ), and SSL certificate data 
(ssl.jarm , ssl.cert.subject.cn ).

Advanced Data Access

Information required for pivoting (e.g., JARM, unique headers) can often be 
found in the "Raw Data" tab of an IP result.



Pivoting with SSL Data (Certificates & Hashes)

SSL Common Name

Searches the Common Name (CN) field within the SSL 
certificate. The general filter for searching all SSL certificate data 
is ssl :

SSL Query Example

Tracking AsyncRAT infrastructure: ssl :" AsyncRAT  Server"



Pivoting with SSL Data (Certificates & Hashes)



Pivoting with SSL Data (Certificates & Hashes)

SSL Subject/Issuer

Searches specific parts of the certificate subject or issuer information, often 
used by OSTs (Offensive Security Tools).

SSL Query Example

Tracking Sliver C2: ssl.cert.subject.cn:"multiplayer" 
ssl.cert.issuer. cn:"operators"



Pivoting with SSL Data (Certificates & Hashes)



Pivoting with SSL Data (Certificates & Hashes)

SSL JARM

A TLS/SSL fingerprint used to identify servers with similar configuration 
properties. Effective only when the fingerprint is unique and not associated 
with common CAs (like Let's Encrypt).

SSL Query Example

Tracking a specific Lactrodectus malware cluster:

ssl.jarm:"2ad2ad16d2ad2ad22c2ad2ad2ad2ad89cd2abd9b188d3b42762
a4c6aa7ff72" ssl :"Internet Widgits  Pty Ltd" ssl :"localhost" tag:self -
signed  -tag:cdn



Pivoting with SSL Data (Certificates & Hashes)

SSL JARM

A TLS/SSL fingerprint used to identify servers with similar configuration 
properties. Effective only when the fingerprint is unique and not associated 
with common CAs (like Let's Encrypt).

SSL Query Example

Tracking a specific Lactrodectus malware cluster:

ssl.jarm:"2ad2ad16d2ad2ad22c2ad2ad2ad2ad89cd2abd9b188d3b42762
a4c6aa7ff72" ssl :"Internet Widgits  Pty Ltd" ssl :"localhost" tag:self -
signed  -tag:cdn



Pivoting with SSL Data (JARM and HTTP Headers)



Pivoting with HTTP Data (Headers & Content)

HTTP Content Hash

Searches for servers with HTML content that matches a specific calculated 
hash value. This is effective for identifying identical landing pages (phishing 
or malware panels).

Hash Query Example

Tracking Adaptix C2 infrastructure using an HTML content hash: 
http.html_hash:1408897489



Pivoting with HTTP Data (Headers & Content)



Pivoting with HTTP Data (Headers & Content)

HTTP Title

Searches the content found within the HTML <title> tag

Hash Query Example. Used to find exposed admin panels or C2 pages that 
embed unique strings in their title.

HTTP Title Example:

Tracking Matanbuchus using the HTML title: http.title:" Matanbuchus  - 
Login"



Pivoting with HTTP Data (Headers & Content)



Pivoting with HTTP Data (Headers & Content)

HTTP Header

Searches for unique or specific strings within the HTTP response headers 
(e.g., server name, error codes, custom headers). Used to track the default 
configuration of various Offensive Security Tools (OST).

HTTP Header Content Example:

Tracking Havoc C2 servers using a unique, tool-specific HTTP header 
component: "X-Havoc: true"



Pivoting with HTTP Data (Headers & Content)



Advanced Hash Pivoting (Non -Content Hashes)

Favicon Hash

Searches for servers displaying an identical favicon icon, calculated based 
on its hash value (http.favicon.hash )

Favicon Query Example

Tracking Covenant C2 panels: http.favicon.hash: -737603591



Advanced Hash Pivoting (Non -Content Hashes)



Advanced Hash Pivoting (Non -Content Hashes)

Certificate Fingerprint

Searches the SHA256 hash of the entire certificate, useful for finding 
infrastructure sharing a specific self-signed certificate.

Cert Fingerprint Example

Tracking infrastructure related to an unknown cybercrime threat actor 
leveraging smokeloader

ssl.cert.fingerprint:"d34ad02fa23233b6493e363d6337e8358d9747d7"



Advanced Hash Pivoting (Non -Content Hashes)



Advanced Hash Pivoting (Non -Content Hashes)

Watermark

Searches for unique numerical identifiers embedded in the banner data of 
certain Offensive Security Tools (OSTs), such as Cobalt Strike.

Tracking C2 versions or specific threat actor campaigns (low confidence) 
(e.g., Shadow Syndicate).

Watermark Query Example

Tracking Cobalt Strike using the watermark and the product property:

watermark:666666666 product:"Cobalt  Strike"



Advanced Hash Pivoting (Non -Content Hashes)



Infrastructure Threat 
Hunting

Alternative Tools


