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Alntroduction to an infrastructure tracking process
ATracking infrastructure with URLScan
ATracking Infrastructure with Shodan

A Other tools for infrastructure tracking

AReal world examples of tracking infrastructure
ATesting our skills in the CTF !l!






Indicators of Attack (I0A)

Current Industry Standard Modern CTI Approach
Indicators of Compromise (IoC) resulting from This proactive approach is more effective at identifying
incidents and identifying patterns of malicious activity, emerging threats known as Indicators of Attack (I0A)
which is often reactive and only detects C&C and allows for faster responses to
infrastructure known to be malicious. security breaches.

loC l0A
Malware, Reactive Pro_actwe Code Execution,
Signatures, Exploits, Indicators Of —\/S — Indicators Of Persistence, Stealth,
Vulnerabilities, . Command Control,
IP Addresses Compromlse AttaCk Lateral Movement




What is Malicious Infrastructure Tracking?

research and intrusion analysis of infrastructure used by threat
actors

A A methodology to detect adversary behaviours and rapidly
alert on and block attacks at the stage

findings can uncover , C2 beaconing,
phishing Kits, , and associated TTPs.

A A for defenders to track, defend, and perform
against the adversary



Detection Robustness

Payloads, files, infrastructure and tools can be
replaced, with an increasing degree of difficulties,
but human behavior is difficult to change. °Tough|

The nPyramid of Paino, deve '
David J Bianco is a key conceptual model for the Tools eChallenging
effective use of Cyber Threat Intelligence within

Cyber Security. Network/

Brittle Host Artifacts 'Annoymg

Domain Names eSimple

efasy

Hash Values \ eTrivial

54,




Threat Actor D

Isruption Through Research

Reconnaissance Resource
Development

10 techniques 8 techniques

Initial Access

10 techniques

Execution

14 techniques

Persistence

20 techniques

Privilege Escalation Defense Evasion

14 technigues 44 technigues

Credential Access

17 techniques

Discovery

32 techniques

Lateral Movement

9 techniques

Collection

17 techniques

Command and Exfiltration
Control

18 technigues

Impact

9 techniques 14 techniques
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Access Token Manipulation (s)
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Create or Modify
System Process (s)

Direct Volume Access

Credentials from
Password Stores ()

Exploitation for
Credential Access

Forced Authentication

Forge Web
Credentials (z)

Input Capture 4

Browser Information Discovery
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Cloud Service Dashboard
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Container and Resource
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n Scheduled Task/Job (g)
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Create or Modify
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Domain or Tenant Policy
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Modify
Authentication
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] User Execution (3
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Interception
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Process (g
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Network Sniffing
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Network Service Discovery
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Process Injection (13

Office Application
Startup g

Impersonation

Scheduled
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Steal Application
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Power Settings
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Steal or Forge

Pre-0S Boot (5)

Scheduled
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Server Software
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Traffic Signaling (z)
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Authentication
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Remote System Discovery

Modify Cloud Resource
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Modify Registry

Unsecured
Credentials (g,

Modify System Image (3

Network Boundary Bridging (1)

Obfuscated Files or
Information (14
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Pre-0S Boot 5,

Process Injection (1)

Reflective Code Loading

Rogue Domain Controller

u Software Discovery (1)

System Information Discovery

System Location Discovery )

System Network
Configuration Discovery (2

System Network Connections
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System Owner/User Discovery
System Service Discovery

System Time Discovery

Virtualization/Sandbox
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Services
Internal Spearphishing
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Remote Service
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Remote Services g

Replication Through
Removable Media

Software Deployment
Tools

Taint Shared Content

Use Alternate
Authentication
Material ()
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Middle (4

Application Layer
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Archive Collected
Data (3)
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Automated Collection
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Clipboard Data
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Configuration
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[l Data Destruction (1)
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Data Transfer Size
Limits
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Protocol (3
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Channel

Disk Wipe ()
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Other Network
Medium )

Dynamic
Resolution (3)

] Encrypted Channel ;3

Fallback Channels

Endpoint Denial of
service (4)

Financial Theft

Exfiltration Over

Physical Medium (4 | Firmware Corruption
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Data from Local System
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[l] Email Collection (5
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Protocol Service Stop
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Shutdown/Reboot
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Software
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Web Service (3)




Reconnaissance

10 techniques

Threat Actor D

Resource
Development
8 techniques

Initial Access Execution

10 techniques 14 techniques

Isruption Through Research
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Collection
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Threat Actor Disruption Through Research
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Malicious Infrastructure Pivots

Malicious Network Infrastructure

I |
Domain IP Address

D
O © 0 ¢ @
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Registrar Registrant Name Naming Hosting Hosting S S Certificate Certificate Certificate
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_ ——————————— IP Characteristics % ———————— Certificate Characteristics
N Domain-IP Cross Pivoting IP-Cert Cross Pivoting )
~ — — -

— — — —
— — —
el e —————

Domain-Certificate Cross Pivoting

https://www.domaintools.com/resources/blog/analyzing-network-infrastructure-as-composite-objects/
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Infrastructure Hunting Process

Observe Identify Monitor

Observe |dentify Craft Monitor Manage
Direct, Categorise, Fingerprint Refine, Pivot, Automated Tracks Assign, Review,
Collect AEWRIS Cluster, Validate, Manual Tracks and Update

Document



Observe

Direct

Identify intelligence requirements and define the threat
objective. Consider what it is you want to track. Can you
be specific?

A 1s it a group's proprietary malware or is it an OST tool
used by multiple attackers?

Categorise

What are we going after? Is it a RAT, IAB, C2 Framework,

C2 Redirector, Open Directory B@
) : : Collec
Important to categorise our hunt analytics.

Prioritise

Identify the most important requirements and threat
objectives to focus on.

Collect

Build a list of key network indicators related to the threat
and try to group them together.

Develop these lists by using threat research blogs,
sharing groups, vendor portals and TIPs, honey pots,
sinkholes, sandboxes, incidents.

Direct

Prioritise

U@ cdtefofis®



ldentify (Fingerprint Analysis)

Review

Review your list(s) and put them into your infrastructure
tracking tools:

A E.g. Shodan, URLScan, Censys, Fofa, Virustotal,
RisklQ, Domain Tools
Identify Patterns:

Domain, IP, SSL/TLS Certificates, Server
Fingerprinting/Banners

Verify

Verify patterns are unique. Behind each attack
configuration is a human; who are innately prone to habits
and routine. To overly simplify we are habit-hunting on
fingerprints.

Track

When we find habits via fingerprints, we can track
adversaries by creating hunt rules using the verified
fingerprints.

Track @

Review

Verify

@ Identify



Craft

Refine, then go wider net

Refine your initial track to achieve high-confidence results,
then expand your scope to capture more infrastructure
while continuously reassessing and quantifying confidence
levels.

Pivot

Consider additional pivot opportunities by exploring new
tools or data sources that may reveal more IP addresses

and expanded lists.
Cluster Pivot @

Group tracks into clusters where distinct activity patterns
deviate from the shared threat definition.

Validate

Establish a validation process with defined baselines for
threat categories, scoring each host against these @

baselines while incorporating analyst intuition.
Refine
Document

Build a set of key fields for analyst to complete when
submitting a track so if it alerts and you need to investigate
you have everything you need to analyse.

Cluster

Document

@ Validate



Monitor

Automated Tracks

Where the tracking logic can be embedded into a set of Automated

gueries that can be absorbed into a tool which automates
the indicators, provides meta data and insight by moving @
the flow in loAs into a TIP T which then enriches the

connections between nodes.

Manual Tracks

Where the tracking logic is unable to be put into an
automation tool however through manual analysis I0As can
be discovered and put into a TIP Manually i for I0A
enrichment

@ Manual

Candidate Tracks

Where the confidence level is not high-enough level

however given an extended time context window the

guantifiable validation score may increase and therefore be

promoted to automated/manual tracks. The score may be @
close to the baseline, or the analyst confidence is high

enough through other means to keep it in a "watch" state. Candidates

Reject Tracks

Where the confidence is not high-enough and analyst
confidence is not high enough to warrant candidacy.



Manage

Rule Lifecycle Management

The hunt rule lifecycle is managed through detection as
code using a detection engineering lifecycle.

Through proper rule management, strong rule
documentation and effective reviews the lifecycle can be
managed, ensuring that efficient high-quality, timely rules
remain.

Reject @

Backlog @

In Progress

Candidate

Retire

Complete
Track



Great Resources - Pivot Atlas
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Infrastructure Threat
Hunting

URLScan. o



lunting Malicious Infrastructure with urlscan.io

Learn how to search, identify, and pivot from suspicious URLS using
urlscan.io and apply infrastructure tracking techniques.



Understanding urlscan.io

Definition:
A free service used to scan and analyze potentially malicious or suspicious
websites.

What it Captures:
When a URL is submitted, an automated process browses it like a normal
user and records activity, including:

ADomains and IPs contacted

AResources requested (JavaScript, CSS, etc.)

AScreenshots, DOM content, and network requests

AMaliciousness and phishing verdicts



Urlscan.io Search Fundamentals

Syntax:
Searches use the ElasticSearch Query String (Lucene-based syntax).
Basic Search Format:

field:value (e.g., page.domain:example.com) Operators: Use AND, OR, and
NOT to combine search terms. The default operator is AND.

Case Sensitivity:
Field names are case-sensitive. Values are indexed as lowercase.
Wildcards & Regex:

Use * for trailing wildcard searches. Regular expressions (/pattern/) are
supported on fields marked keyword.



Urlscan.io Search Fundamentals

Sed domain:/micros.ft.nline\.com/

Bas
el Search results
ol !_lkely phlshlng | L. .
Impersonating Microsoft: -
Ca 101020250001-secondary.blob.core windows.ne D days = 179}
Fie 060520251-secondary.blob.core.windows.net/de dOmain:/ micrOS.ft.nline \.COm/ Imonths £ 757
microsoftOnline.com/login?next=%2F Imonths @ 4661
Wil¢ -
micrksoftonline.com/ 2months &%
Usé rodesu.lojavaledouro.com/ T 5months E
Sup .
ww38.microsoftpnline.com/ T S5months &= 1691



Finding Phishing Sites

Technique: Brand Name Impersonation

APhishing sites often contain the target brand name in the domain. Use
regular expressions to search and exclude domains.

AExample Query: page.domain:(/payp.*/ AND NOT paypal.com)



Finding Phishing Sites

Technique

APhis
regul

AExa

O

Se

urlscan. A Home Q. Search & Live BE API

Search for domains, IP

page.domain:(/payp/ AND NOT paypal.com)

ch results

paypal-active-xlvuxci-ccjcsuypgrSus.fr-3.platformsh.site/fr_FR/
paypal.co.ukwebdkdllscrnwebapp.flsshdns.ntdll.net/
paypal-transformer-poc.pages.dev/

paypay.box/

paypal.com-us-cgi-bin.d3fb4nfglzobb4ynrmna®loekrpv/ajha3xjknzvip

paypal.com.aud.seo.seohost.eu/
paypallhellpinformations.com/

paypal.com.it.signin.53cadee85ee/d40be5f8f4eecc526b37.53caded

4 Blog A Docs (K] Pricing

Likely phishing

Impersonating Paypal:

page.domain:(/ payp.*/
AND NOT paypal.com)

m 38 minutes
m 55 minutes

1 hour
1 hour

1 hour

b 5ee/d40beS8fdeec... 2 hours

2 hours

4 MB

834KB

178 KB

178 KB

156 KB




Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Filename

A Search for sites loading identical, unique files associated with a
phishing kit (avoid generic names like logo.svg).

AExample Query: filename:"name.extension"



Finding the malicious C2 panels

Technique: Hotl ,
: Search for domains, IPs, filenames, hashes, ASNs
AFind C2 pz

AExample Qsearch | X Ohcy

SISO [SMSISIAVAS Search results @ Details: Hidden

filename:"/images/hook.svg"

@ URL Age Size & IPs ~
O 196.251.118.109/ 3 3hours o 1MB 23 3 2 -
O 196.251.73.119/ 3 3hours 1MB 24 3 2 £
O 196.251.73222/ =33 3hours o 1MB 24 3 v/
O 196.251.118.36/ =33 3hours 1MB 23 3 2 -
O 196251.118.109/ =3 6hours 1MB 23 3 2 =
O 196.251.73.119/ 3 6hours 1MB 24 3 2 £
O 196.251.73.222/ B33 6hours o 1MB 23 3 2 £
O 196.251.118.36/ EZ33 9hours 7MB 22 3 2 =
O 196.251.118.36/ 3 11hours o 1MB 23 3 7 —
O 196.251.73.222/ =3 12hours 1MB 24 3 v/
O 19625173119/ =3 12hours o 1MB 24 3 v/



Finding Malicious C2 Panels

— Scanned from NL mmm

@ Similar (27790 EDoM K Content ERAPI ‘

Screenshot

Technique: Hotl
. Searm 23 HTTP transactions.
AFlnd C2 p and belongs to NYBULA,
A EX am | e filename:"/images/hook.svg
i  Show Scans 5 |

SISIS[SASISIAVIS Search results
a Show Scans 2779

196.251.118.

196.251.118.36/

196.251.118.109/

Page Title
HOOKBOT PANEL

m 11 hours
m 12 hours
m 12 hours

O
0
0
0
0
O
O
0
O
O



Pivoting to Related Infrastructure (urlscan.io)

Technique: Structural Similarity

AA built-in feature on the results page (under the "Similar" tab) that
attempts to find other structurally similar sites.



Pivoting to Related Infrastructure (urlscan.io)

I 196.251.118.109 Exmmz=m

Public Scan

o e e

196.251.118.109/
Submission: On October 23 via api (October 23rd 2025, 2:49:09 pm UTC) from PTEE — Scanned from NL o

ASummary HTTP 23 A Redirects WBehaviour 4*Indicators & Similar 27790 EDOM [ Content ERAPI

Summary Screenshot

This website contacted 3 IPs in 2 countries across 2 domains to perform 23 HTTP
transactions. The main IPis 196.251.118.109, located in Amsterdam, Netherlands and
belongs to NYEULA, US. The main domain is 196.251.118.109.

Z=scanned 5 times on urlscan.io = e

2779 similar pages on different |Ps, domains and ASNs found

urlscan.io Verdict: (v

Live information




Pivoting to Related Infrastructure (urlscan.io)

196.251.118.109 e=rr==xn

Tec 196 251 118 109 81 URL: 196.251.118.109/

‘ Submission: On Qctober 23 via api (October 23rd 2025, 2:49:09 pm UTC) from PTEE — Scanned from NL o

_ Public Scan

2779 structurally similar hit diff td ins, IPs and ASN
- Structuraltly simiar nits on dirrerent domains, 1#s an S

196.251.118.109/
Submission: On October 23 via api (October 23

[ URL Age Size
A Summary +HTTP 23 A Redirects
oy 196.251.73.119 3 hours 1MB
Lo L . ours
Summary & 196.251.73.222 3h 1MB S
. . . o 196.251.118.36 3 hours 1MB
This website contacted 3 1Ps in 2 count]
transactions. The main IPis 196.251.1 o 144.124.228.227 2 days 1MB
belongs to NYEULA, US. The main dom| o 5930.155.117 3 days 1MB
196.251.118.109scanned 5 timesonu| © 62.60.177.237 3days 1MB
. . e 62.60.177.9 3 days 1MB |
2779 similar pages on different IPs, do
= 79.137.196.144 4 days 1MB
urlscan.io Verdict: 6 176.124.206.73 4 days 1MB B=

Live information

P T T T Y



Pivoting to Related Infrastructure (urlscan.io)

IEY 196.251.118.109 cxum=ms

sl PublicScan

[
A URL: 196.251.118.109/
Submission: On October 23 via api (October 23rd 2025, 2:49:09 prm UTC) from  PT — Scanned from NL

ASummaly SHTTP 23 #Redirects WBehaviour 4*Indicators | & Similar 27790 EIDOM [ Content ERAPI

Summary Screenshot

This website contacted 3 IPs in 2 countries across 2 domains to perform 23 HTTP

transactions. The main IPis 196.251.118.109, located in Amsterdam, Netherlands and — e ———— —————
belongs to NYBULA, US. The main domain is 196.251.118.109. - : :

.118.109 scanned 5 times on urlscan.io - e — e

2779 similar pages on different |Ps, domains and ASNs found

urlscan.io Verdict: (v

Live information




Pivoting to Related Infrastructure (urlscan.io)

TeC 196.251.11

A yRL: 196.251.118.

Submission: On October 23 v

ASummai y +HTTP 2

Summary

This website contacted
transactions. The main
belongs to NYBULA, U
196.251.118.109 scani

2779 similar pages on

urlscan.io Verdict:

Live information

o R U o S o o T

196.251.118.109

196.251.118.109/

Submission: On October 23 via api (October 23rd 2025, 2:49:09 pm UTC) from PTER

"ﬁSumman.r

& HTTP 23 A Redirects M Behaviour 4 Indicators

23 HT TP transactions

Method
Protocol

/AGET
H/1.1

O GET
DATA

/AGET
H/1.1

GET
H2

Status

200
OK

200
OK

200
OK

200

Resource
Path

login _poster.jpg
196.251.118.10%/assets/images/

truncated

Z0. L 10, 109/images/

US.svg

mriraratamnhataming ocitho b oo imntrv-flac-icnne /w2 S

— Scanned from NL

& Similar 27727 ElDoM B Content ERAPI ‘:l

b Everything WHTML [ Script | AJ2-

Size
x-fer

18 KB

733B

1KB

Time

Latency

25ms

63ms

Type
MIME-Type

Image
image/jpeg

Image
image/png

text/html

Image

Imaoa ool sl

::‘15 4& Ex

IP

Location

196.251.118.109
= NYBULA

196.251.118.109
= NYBULA

185.199.109.153

B=rcacTiv



Pivoting to Related Infrastructure (urlscan.io)

196.251.118.109 Ermmmnms
LB 196.251.11 ==

L: 196.251.118.109/
A Submission: On October 23 via api (October 23rd 2025, 2:49:09 pm UTC) from PTEM - Scannedfrom NL

A .
URL: 196.251.118. A Summary & HTTP 23 A Redirects W Behaviour 4 Indicators | & Similar (2779 Ebom K Content BEAPI ‘:l
Submission: On October 23 v

23 HTTP trans

. rything WHTML BScript WAJ " =<5 | £ Ex
Summa Could be too generic.
ry
Is there a better L

This website contacted ~ Method Re ) Size Time  Type IP
transactions. The main Protocol Status Pa Optlon? x-fer  Latency MIME-Type Location
belongstoNYBULA.U: AGET 200 login posterjpg 18KB  25ms  Image 196.251.118.109
196.951.118.109 scan H/1.1 OK 196.251.118.109/assets/images/ image/jpeg m— NYBULA

O GET 200 truncated 933B Image
2779 similar pages on DATA 0K / image/png
urlscan.io Verdict: AGET 200 DS 196.251.118.109

H/1.1 OK 7020 L. 110 109/images/ text/html = NYBULA
Live information GET 200  USsvg 1KB  63ms  Image 185.199.109.153

P T T T T H2 mriraratamnhataming ocitho b oo imntrv-flac-icnne /w2 S Imaoa ool sl B=rcacTiv



Pivoting to Related Infrastructure (urlscan.io)

196.251.118.109

196.251. 118 109

Public Scan

196.251.118.109/
‘ Submlssmn.DnGctaherEE‘rwaam (October 23rd 2025, 2:49:09 pm UTC) from PTEN — Scanned from NL

A Summary +HTTP 23 A Redirects WBehaviour 4 Indicators

& Similar 2779. EDOM W Content ERAPI ‘ ‘

Summary Screenshot

This website contacted 3 IPs in 2 countries across 2 domains to perform 23 HTTP
transactions. The main IPis 196.251.118.109, located in Amsterdam, Netherlands and
belongs to NYBULA, US. The main domain is 196.251.118.109.

196.251.118.109 scanned 5 times on urlscan.io

I ;
g
=

2779 similar pages on different |Ps, domains and ASNs found Show Scans 2779

urlscan.io Verdict: ()

Live information



Pivoting to Related Infrastructure (urlscan.io)

196.251.118.109
= m urlscan

URL: 196.251.118.109/

Submission: On October 23 via api (October 23rd 2025, 2:49:09 pm UTC) from PTER

DOM tree

<head>

<style data-rc-order= rc-util-key= > — Scanned from NL =
.anticon {
: inline-block;
: inherit;
: normal;

: center;

: none;

¥

: optimizel N
~webkit- . . <fstyle>»
| Tmoz-eske - <meta charset; > —
e e - <title>TUOEBOT PANEL</title> —
? = <link rel= hret= > — =

<link rel= href= 5

Live information



Pivoting to Related Infrastructure (urlscan.io)

Search for domains, IPs, filenames, h

Search results

O 0O 0 0O

)

URL

196.251.118.109/

196.251.73.11%/

196.251.73.222/

196.251.118.36/

The page.title In this hge
Instance creates a

} hours
good rule

m 4 hours
m 4 hours
m 4 hours

F —




Pivoting to Related Infrastructure (urlscan.io)

Technique: Pivoting on Response Hash
A Search for files or components with identical content (e.g., hash of a
specific CSS file).
AExample Query: hash:SHA256 hash_of a_file



Pivoting to Related Infrastructure (urlscan.io)

LY 196.251.118.109 Emr=m

A —

|
1l YRL: 196.251.118.109/

Submission: On October 23 via api (October 23rd 2025, 2:49:09 pm UTC) from PTEN — Scanned from NL

ASummaly SHTTP 23 #Redirects WBehaviour 4*Indicators | & Similar 27790 EIDOM [ Content ERAPI ‘

L m_
J.JU-L-JJ.-.LJ.LJ-J.U.’:’I:IJJ'ELJ:’I\_"ILJ:'IIILIIIJII.I’ = TATTL VeI T O [ ]

GET 200 favicon-32x32.png 2KB 27ms Other
H/1.1 oK 196.251.118.10%/assets/fav/ image/pn

m— NYBULA

@ Show headers _ ~ Gotc

General Q) Check archi e.org

FullURL  http://196.251.118.109/assets/fav/favicon-32x32.png
Protocol HTTP/1.1
Server mmm196.251.118.109 Amsterdam, Netherlands, ASN401116 (NYBULA, US),
Reverse DNS

Resource Hash b26651525e75ecde@tba32e8d3dfaddcbcoeBo670e73dB6a787be342b0422877

Live iInTormation

P T T T Y



Pivoting to Related Infrastructure (urlscan.io)

Search for domains, IPs, filenames, hashes, /

I hash:b26651525e75ecd609b482e0d3dfad4cbcb6e86670e73d06a787be342b042e877 I

arch results

& URL The favicon hash for the original Size

O 196.251.118.109/ Hookbot background image search 1 MB
also produces a good rule

0O 196.251.73.119/ =g Znours g 1MB

O 1962517322/ X3 4hours B 1MB

O 19625111836/ X3 4hours B 1MB

O 196.251.118.109/ B 7hours & 1MB



®% SHODAN  Explore

Infrastructure Threat
Hunting



Using Banners and Fingerprints for C2 Tracking

Shodan Definition

A search engine for Internet-connected devices (not just websites). It uses
distributed scanners to identify listening TCP/UDP ports.

The Banner

The fundamental unit of data collected by Shodan. It is an object containing
Information about a service running on a device, including the main service
response (data), IP address (ip_str), port, and organisation.

Default Search

By default, Shodan only searches the data property (the main service
response). To search other properties, you must use Search Filters.



Shodan Search Syntax & Filters

Filter Syntax

Search filters must use the format filtername:value (with no space between
the filter and value).

Quoted Values

If the value contains spaces, it must be wrapped in quotes (e.g., org:"SingTel
Mobile").

Boolean Operators

Multiple search terms are treated as Boolean AND expressions by default.
Negation can be performed using the ! character (e.g., !port:22).



Shodan Search Syntax & Filters

Key Filters

Shodan provides filters for General properties (country, org, port), HTTP
headers/hashes ( : ), and SSL certificate data

( , ).

Advanced Data Access

Information required for pivoting (e.g., JARM, uniqgue headers) can often be
found in the "Raw Data" tab of an IP result.



Pivoting with SSL Data (Certificates & Hashes)

SSL Common Name

Searches the Common Name (CN) field within the SSL
certificate. The general filter for searching all SSL certificate data
IS

SSL Query Example
Tracking AsyncRAT infrastructure:



Pivoting with SSL Data (Certificates & Hashes)

®% SHODAN

OTAL RESULTS
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Lol Historical Trend [0 View on Map
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.
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Q Advanced
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Pivoting with SSL Data (Certificates & Hashes)

SSL Subject/Issuer

Searches specific parts of the certificate subject or issuer information, often
used by OSTs (Offensive Security Tools).

SSL Query Example
Tracking Sliver C2: ssl.cert.subject.cn:"multiplayer”



Pivoting with SSL Data (Certificates & Hashes)

'. SHODAN  Explore

TOMLRESUTS
362

TOP COUNMTRIES

Netherlands 36
Hong Kong 34
China 27

Downloads Pricing 2

a0 View Report

&2 Download

ssl.cert subject. cn:"multiplayer” ssl cert issuer.cn"operators"

a

L& Historical Trend [0 View on Map

Q, Advanced
Search

Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check out CVEDE

206.188.197.37

L PeETWOITKS

== Metherands, Amstendam

[

185.112.144.245
vps-185-112-144-245 1084 is

The 1884 cloud net 1
= -
3 lceland, Grindavik

"

& SSL Certificate

Issued By:
|- Commaon Name
operators

|ssued To:

|- Common Name
multiplayer

2 SSL Certificate

|ssued By:
|- Common Mame
operators

550 Error:

55L Error:

20251

IL5V1 _ALERT_FROTOLOL VERSION

Pl | it

ILSV1_ALERT_PROTOCOL VERSION



Pivoting with SSL Data (Certificates & Hashes)

SSL JARM

A TLS/SSL fingerprint used to identify servers with similar configuration
properties. Effective only when the fingerprint is unigue and not associated
with common CAs (like Let's Encrypt).

SSL Query Example
Tracking a specific Lactrodectus malware cluster:



Pivoting with SSL Data (Certificates & Hashes)

SSL JARM

A TLS/SSL fingerprint used to identify servers with similar configuration
properties. Effective only when the fingerprint is unigue and not associated
with common CAs (like Let's Encrypt).

SSL Query Example
Tracking a specific Lactrodectus malware cluster:



Pivoting with SSL Data (JARM and HTTP Headers)

'. SHODAN Explore Downloads Pricing g2 ssl jarm:"2ad?ad16d2ad2ad?2c2ad?ad?ad?ad89cd2abd9b188d3b42 762 Q
TOMLRESUS 4d ViewReport & Download kel Historical Trend [0 Viewon Map ~ Q Advanced
64 Results Search

Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check out CVEDE

404 Not Found 2025-10
178.16.59.33 &y SSL Certificate HTTP/1.1 484 Mot Found
dus.net GmbH IS=ued By Server: nginx
= Gemany. Dusseldorf - Comman Name Date: Tuwe, 21 Oct 2825 13:38:53 GMT
[c.l localhost Content-Type: text/html
Content-Length: 548
— - Oirganization " 1:' 1
onnection: keep-alive
- Intarnet Widgits Pty Ltd 8
Germmany 25 |ssued To:
- Common Name
United Kingdom 19 localhost
Netherlands 18 —

Internet Widgits Pty Ltd
Moldova, Republic of 1

Supported 551 Versions:

) TLSw1, TLSv1.1, TLSw1.2
United States 1



Pivoting with HTTP Data (Headers & Content)

HTTP Content Hash

Searches for servers with HTML content that matches a specific calculated
hash value. This is effective for identifying identical landing pages (phishing
or malware panels).

Hash Query Example
Tracking Adaptix C2 infrastructure using an HTML content hash:



Pivoting with HTTP Data (Headers & Content)
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Pivoting with HTTP Data (Headers & Content)

HTTP Title
Searches the content found within the HTML <title> tag

Hash Query Example. Used to find exposed admin panels or C2 pages that
embed unique strings in their title.

HTTP Title Example:
Tracking Matanbuchus using the HTML title:



Pivoting with HTTP Data (Headers & Content)

#% SHODAN  Explore

TOTAL RESULTS

Finland 1
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Matanbuchus - Login
91.238.118.22

- A
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Server: nginx/1.24.8 (Ubumtu)
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Content-Type: text/html; charset=utf-&
Content-Length: 7128

Connection: keep-alive
X-Frame-Options: DENY

Vary: Cookie

X-Content-Type-Options: nosniff
Referrer-Policy: same-origin

Cross-Origin-Opener-Policy...

s

N

HTTP/1.1 288 0K



Pivoting with HTTP Data (Headers & Content)

HTTP Header

Searches for unique or specific strings within the HTTP response headers
(e.g., server name, error codes, custom headers). Used to track the default
configuration of various Offensive Security Tools (OST).

HTTP Header Content Example:

Tracking Havoc C2 servers using a unigue, tool-specific HTTP header
component:



Pivoting with HTTP Data (Headers & Content)
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Advanced Hash Pivoting (Non -Content Hashes)

Favicon Hash

Searches for servers displaying an identical favicon icon, calculated based
on its hash value ( )

Favicon Query Example
Tracking Covenant C2 panels:
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Advanced Hash Pivoting (Non -Content Hashes)

Certificate Fingerprint

Searches the SHA256 hash of the entire certificate, useful for finding
Infrastructure sharing a specific self-signed certificate.

Cert Fingerprint Example

Tracking infrastructure related to an unknown cybercrime threat actor
leveraging smokeloader



Advanced Hash Pivoting (Non -Content Hashes)
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Advanced Hash Pivoting (Non -Content Hashes)

Watermark

Searches for unique numerical identifiers embedded in the banner data of
certain Offensive Security Tools (OSTs), such as Cobalt Strike.

Tracking C2 versions or specific threat actor campaigns (low confidence)
(e.g., Shadow Syndicate).

Watermark Query Example
Tracking Cobalt Strike using the watermark and the product property:



Advanced Hash Pivoting (Non -Content Hashes)

‘. SHODAN Explore  Downloads  Pricing @ watenmark 656666666 Cobalt Strike ‘ Q \

TOTAL RESULTS

......................................... Ji:0 View Report &% Download Ll Historical Trend [0 View on Map Q, Advanced
1 -‘| 1 Results Search

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDE

107.174.144.204 2025

107-174-144-204-host.colocrossing. HTTP/1.1 484 Mot Found

s ) Date: Tue, 21 Oct 2025 17:58:51 GMT
A Content-Type: text/plain
EF United States, Buffalo __ e
Content-Length: @

Beacon:
China [T} xB&:
beacon_type: HTTP
H'D'"g Hﬂ“g 20 dns-beacon.strategy_fail seconds: -1
dns-beacon.strategy_fail x: -1
g _ _
Ge ny dns-beacon.strategy_rotate_seconds: -1
. http-get.clien...
United States 7 EERLEREn

Singapore 4



Infrastructure Threat
Hunting

Alternative Tools



