


Adversarial Infrastructure 
Hunting

They can run but they can’t hide!



whoami

Name: Gavin Knapp

Location: Wales

Background: Rugby, Cyber 
Security Consulting, Security 
Operations, Threat Intelligence

GitHub: 
https://github.com/m4nbat/ 

X: @knappresearchlb

https://github.com/m4nbat/
https://github.com/m4nbat/


Tool Accounts

Shodan: https://account.shodan.io/login

Virustotal: https://www.virustotal.com 

• No accounts needed

Abuse.ch Hunting: https://hunting.abuse.ch

• No accounts needed

URLScan: https://urlscan.io/

No accounts needed

https://account.shodan.io/login
https://account.shodan.io/login
https://www.virustotal.com/
https://hunting.abuse.ch/
https://urlscan.io/


Infrastructure Hunting Challenge

Infrastructure-hunting.co.uk 

Registration Code: 6660666



Tool Cheat Sheets and Guides

Shodan:
Search:
https://www.shodan.io
/ 

Search Filters: 
https://www.shodan.io
/search/filters

Advanced Filter 
Search:
https://www.shodan.io
/search/advanced 
 

These sections will help:

https://www.shodan.io/
https://www.shodan.io/
https://www.shodan.io/search/filters
https://www.shodan.io/search/filters
https://www.shodan.io/search/advanced
https://www.shodan.io/search/advanced


Tool Cheat Sheets and Guides

URLScan:

Help with searches: 
navigate to 
https://urlscan.io/search/
#* and click the “Help” 
button as illustrated below:

Search for domains, IPs, 
ASN, and Hashes etc.

https://urlscan.io/search/#*
https://urlscan.io/search/#*


Tool Cheat Sheets and Guides

Virustotal: https://www.virustotal.com 

Search by IP Address, 

Domain, URL or File Hash

https://www.virustotal.com/
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