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They can run but they can’t hide!



whoami

Name: Gavin Knapp
Location: \Wales

Background: Rugby, Cyber
Security Consulting, Security
Operations, Threat Intelligence

GitHub:

) &


https://github.com/m4nbat/
https://github.com/m4nbat/

Tool Accounts

Shodan:

Virustotal:
 No accounts needed

Abuse.ch Hunting:
 No accounts needed

URLScan:
No accounts needed


https://account.shodan.io/login
https://account.shodan.io/login
https://www.virustotal.com/
https://hunting.abuse.ch/
https://urlscan.io/

Infrastructure Hunting Challenge

Registration Code: 6660666



Tool Cheat Sheets and Guides

Fll.ter REference Th ese Sectio ns Wi I I h e| p : EXAMPLES ADVANCED SEARCH

Shodan:

Search:

Search Filters:

Advanced Filter
Search:

all

asn

city
country
cpe
device
geo
has_ipv6

has_screenshot

has_vuln
hash
hostname
ip

isp

- ==

http.component
http.component_category
http.favicon.hash
http.headers_hash
http.html

http.html_hash
http.robots_hash
http.securitytxt

http.status

http.title

http.waf

Bitcoin
»  bitcoin.ip
= bitcoin.ip_count

= bitcoin.port

sslalpn
sslcertalg
sslcertexpired
ssl.cert.extension
sslcertfingerprint
sslcertissuercn
ert.pubkeybits
ert.pubkeytype
serial
t.subjectcn
hain_count
ipherbits
sslciphername
ipherversion
sslja3s
ssljarm

sslversion



https://www.shodan.io/
https://www.shodan.io/
https://www.shodan.io/search/filters
https://www.shodan.io/search/filters
https://www.shodan.io/search/advanced
https://www.shodan.io/search/advanced

Tool Cheat Sheets and Guides

Help & Examples

U R I S ca n = Attention: Consult the Search APl Reference for searchable fields and additional tips.
]

Search requests (through the Ul or API) are subject to your individual Search APl Quotas. Make sure to use your AP| key.
The query field uses the Elas rch Query String to search for results.

All queries are run in filter mode, sorted by date with the more recent scans first. There is no scoring of search results.
You can group and concatenate search-terms with brackets ( ) , AND, OR ,and NOT . The default operatoris AND .

H e I p With Sea rc h es : You can concatenate terms within agroup, e.g. page.domain: (foo.com OR bar.com) .

Always use the field names of the fields you want to search. Wildcards for the field-name are not supported! Field names are case sensitive!

naVigate to Always escape reserved characters withbackslash: + - = && || > < ! () { } [ 1 A" ~* 7 2\ /

Limit the time-range if possible using date ,e.g. date:>now-7d or date:>now-1y .
The date allows relative queries like date:>now-7d or range-queries like date: [2020-01-01 To 2020-02-01] or both combined.
You can only use leading wildcard searches and regular expression searches on supported fields, and only as a signed-in user.

. (11 7
a n d Cl I Ck th e H e I p Everything is indexed as lowercase, even if the Search APl returns values in a case-preserving manner.

Regular expressions are always anchored to beginning/end of the tokens (implicit ~ and $). Make sure to prefix/suffix with .* to match infix strings.

b u tto n a S I I I u Strate d b e I OW " Domain fields contain the whole domain and each smaller domain component, i.e. domain can be searched by google.com which will find hits for www.goo

Examples - Common searches and multiple query terms combined

. or . Page URL Prefix search
S ea rCh fo r d O m a I n S y I PS y in:paypal.com AND NOT p ain:paypal.com Domain was contacted but isn't the page/primary domain
page.domain:(pay / n) Fuzzy Search for domain name (excluding the legitimate domain)
AS N : a n d H a S h eS etC ) in:(/ OT pz ) Regex Search for domain name (excluding the legitimate domain)

45.170) AND date:[2018 TC 191 IP from subnet excluding one particular IP, seenin 2018

hage.asnname:hetzner Page hosted on this AS, search by ASN or AS Name (Note: Search with 'AS' prefix!)
OR filename:"wp-content/uploads/" AND now-1M Pathwp-content/uploads either in page.url or by subrequest

Q Search © Help



https://urlscan.io/search/#*
https://urlscan.io/search/#*

URL, IP address, dornain or file hash

> ] VIRUSTOTAL

Analyse su us files, domains, IPs and URLs to detect malware and ather

automatically share thern with the security community.

SEARCH

submitting data ab you are agreeing to our Terms of Service and and to the sharing of your

Sample submission with the security community. Please do not submit any personal informatio are not

responsible for the contents of your submission. Learn more.

@ Want to automate sub ns? Check our AP, or ac



https://www.virustotal.com/
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